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a.  Se c uring Dev ic e Acce ss -  Co nfigure secure adm inis t rat iv e access  
b.  As s igning Adm inis t rat iv e Ro le s -  Co nfigure co mm and autho rizat io n using priv ile ge lev e ls and ro le - base d 

CLI  
c.  M o nito ring and Managing Dev ic e s  -  Implem e nt the secure managem e nt and mo nit o ring of netwo rk 

dev ic es .  
d.  Us ing Autom ate d Security Feat ure s -  Use autom at e d feat ure s to enable security on IOS - bas e d ro ute rs .  

III. Aut he nt ic at io n, Autho rizat io n and Acco unt ing -  Secur e adm inis t rat ive acce ss with AAA  
a.  P urpo se of AAA  -  Explain ho w AAA is used to secure a netwo rk .  
b.  L o c al AAA Authe nt icat io n -  Im plem e nt AAA authe nt ic at io n that validat e s users agains t a lo cal databas e .  
c.  Se rv e r - Bas e d AAA -  Explain serve r-
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a.  ASA Securit y Dev ice Manage r -  Im plem e nt an ASA firew all co nfigurat io n.  
b.  ASA VP N Co nfigurat io n -  Co nfigure remo t e - ac c e ss VPNs on an ASA.  

XI. M anaging a Secure Netw o rk Test netwo rk security and cr e ate a technic al security po licy .  
a.  Ne t wo rk Securit y Test ing -  Explain the vario us technique s and to o ls used fo r netw o rk securit y test ing.  
b.  D ev e lo ping a Com pre he ns iv e Securit y Po licy -  Explain ho w to deve lo p a co m pre he ns iv e security po lic y .  
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