NOS 232 Windows Administration Il

COURSE DESCRIPTION:
Prerequisites: NOS 230
Corequisites: None

This course covers management and configuration of a highly available Windows Server operating system.
Emphasis is placed on the implementation of business continuity and disaster recovery procedures for
network services and access controls. Upon completion, students should be able to manage and configure a
highly available Windows Server operating system.

Course Hours per Week: Class, 2. Lab, 2. Semester Hours Credit, 3.

LEARNING OUTCOMES:
Upon completing requirements for this course, the student will be able to:
1. Secure Windows Server On-premises and Hybrid Infrastructures:
a. Equip participants with strategies to fortify Windows Server installations against potential
threats, ensuring a secure foundation for both on-premises and hybrid cloud environments.
b. Teach methods for securing privileged accounts and critical systems, including the
implementation of least privilege principles and the use of advanced security mechanisms.
c. Provide knowledge on effectively managing permissions and access controls to ensure that
only authorized users and processes can access sensitive information and systems.
2. Understand Azure Administration, Hierarchy, and Permissions:
a. Introduce Azure's administrative hierarchy and permissions model, enabling participants to
effectively
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